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Introduction

The school holds and processes information about employees, pupils and other data
subjects for educational and other purposes, as detailed under the following
headings in our Registry Entry with the Information Commissioner’s Office:

Education

Educational Support and Ancillary Purposes

School Administration

Staff, Agent and Contractor Administration

Advertising, Marketing, Public Relations, General Advice Services
Crime Prevention and Prosecution of Offenders
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Information is an integral part of the Data Protection Act 1998 and the School must
take all reasonable steps to ensure that any personal or sensitive information held is
stored securely. The Governing Body of the school has overall responsibility for
ensuring that records are maintained, including security and access arrangements, in
accordance with Education Regulations and all other statutory provisions.

The Headteacher and Governors of Monkchester Road Nursery School comply fully
with the requirements and principles of the Data Protection Act 1984 and the Data
Protection Act 1988. All staff involved with the collection, processing and disclosure
of personal data are aware of their duties and responsibilities within these guidelines.
In summary the guidelines state that personal data will:

o Be processed fairly and lawfully

Be obtained for a specified and lawful purpose and will not be processed in
any manner incompatible with the purpose

Be adequate, relevant and not excessive for the purpose

Be accurate and up-to-date

Not be kept for longer than necessary for the purpose

Be processed in accordance with the data subject’s rights

Be kept safe from unauthorised processing and accidental loss, damage or
destruction

Not be transferred to a country outside the EC, unless that country has
equivalent levels of protection for personal data, except in specified
circumstances
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Fair Obtaining and Processing

The school will notify all pupils (parents/carers), staff and other relevant data subjects
of the types of data held and processed by the school concerning them, and the
reasons for which it is processed by issuing Privacy Notices.

Definitions: “staff”, “pupils” and “other data subjects” may include past, present and
potential members of these groups. “Other data subjects” and “third parties” may
include contractors, suppliers, contacts, referees, friends, family members,
volunteers, placement students. “Processing” refers to any action involving personal
information, including obtaining, viewing, copying, amending, adding, deleting,
extracting, storing, disclosing or destroying information.



Data Integrity
The school undertakes to ensure data integrity by the following methods:

Data Accuracy

Data held will be as accurate and up to date as is reasonably possible. If a
data subject informs the school of a change of circumstances their computer
record will be updated as soon as is practicable. A printout of their data
record will be provided to data subjects every 12 months so they can check its
accuracy and make any amendments.

Where a data subject challenges the accuracy of their data, the school will
immediately mark the record as potentially inaccurate, or ‘challenged’. In the
case of any dispute, we will try to resolve the issue informally, but if this
proves impossible, disputes will be referred to the Governing Body for their
judgement. Until resolved the affected information will contain both versions.

Data Adequacy and Relevance

Data held about people will be adequate, relevant and not excessive in
relation to the purpose for which the data is being held. In order to ensure
compliance with this principle, the school will check records regularly for
missing, irrelevant or seemingly excessive information and may contact data
subjects to verify certain items of data.

Length of Time

Data held about individuals will not be kept for longer than necessary for the
purposes registered. It is the duty of the School Business Manager to ensure
that obsolete data are properly erased.

The school will, in general, only disclose data about individuals with their consent.
However there are circumstances under which the school may need to disclose data
without explicit consent for that occasion. These circumstances are strictly limited.
The school will not disclose anything on pupils’ records which would be likely to
cause serious harm to their physical or mental health or that of anyone else —
including anything which suggests that they are, or have been, either the subject of
or at risk of child abuse.

A “legal disclosure” is the release of personal information from the computer
to someone who requires the information to do his or her job within or for the
school, provided that the purpose of that information has been registered.

An “illegal disclosure” is the release of information to someone who does
not need it, or has no right to it, or one which falls outside the school’s
registered purposes.

Registered Purposes

The Data Protection Registration entries for the school are available for inspection,
by appointment at the school office. Explanation of any codes and categories
entered is available from the School Admin Officer. The Headteacher is the person
nominated to deal with Data Protection issues in the school. Registered purposes
covering the data held at the school are listed on the school’s registration and data
collection documents. Information held for these stated purposes will not be used for
any other purpose with the data subject’s consent. When processing for a new or



different purpose is introduced the individuals affected by that change will be
informed and our Registry Entry will be amended.

Staff Responsibilities
All staff will:
o Ensure that all personal information which they provide to the school in
connection with their employment is accurate and up-to-date
o Inform the school of any changes to information, for example, changes of
address, changes to contact details
o Check the information which the school will make available on an annual
basis, in written or automated form, and inform the school of any
changes/errors

The school will not be responsible for errors of which it has not been informed.

When staff hold or process information about pupils, colleagues or other data
subjects (for example pupil’'s assessment details, pastoral files, or details of personal
circumstances), they will comply with the Data Protection Guidelines. Staff will
therefore ensure that:
o All personal information is kept securely
o Such information is not disclosed either orally or in writing, accidentally or
otherwise, to any unauthorised third party

Unauthorised disclosure may be a disciplinary matter, and may be considered gross
misconduct.

Staff will be advised on an annual basis of any changes or amendments to this policy
or any guidelines, as well as good practice.

Parental/Carer Responsibilities
All parents/carers will:
o Ensure that all personal information which they provide to the school is
accurate and up-to-date
o Inform the school of any changes to that information, for example, changes of
address, changes to contact details
o Check the information which the school will make available annually, in written
or automated form, and inform the school of any errors.

The school will not be held responsible for errors of which it has not been informed.

Rights to Access Information

Staff, pupils, parents/carers and other data subjects in the school have the right to
access any personal data that is being kept about them either on computer or in
structured and accessible manual files. Any person may exercise this right by
submitting a request in writing to the Headteacher. The school aims to comply with
requests for access to personal information as quickly as possible, but will ensure
that a response is provided within 21 days unless there is good reason for the delay.
In such cases, the reason for the delay will be explained in writing by the
Headteacher to the data subject making the request. All data access requests will be
logged and securely filed by the School Admin Officer.



Subject Consent and Sensitive Information

In some cases, such as the handling of sensitive information, the school is entitled to
process personal data only with the consent of the individual. Agreement to the
school processing some specified classes of personal data is a condition of
admission to the school, and a condition of employment for staff.

The school may process sensitive information about a person’s health, disabilities,
criminal convictions, race or ethnic origin, or trade union membership. The majority
of jobs within the school will bring staff into contact with children, including young
people between the ages of 16 and 19, and the school has a duty under the Children
Act 1989 and other enactments to ensure that staff are suitable for the job. The
school may also require such information for the administration of the absence policy,
the equal opportunities policy, other school policies or for academic assessment.

The school also asks for information about particular health and medical needs and
particular forms of medication etc. The school will use such information to protect the
health and safety of the individual, for example in the event of a medical emergency.

The Data Controller and the Designated Data Controllers

The school is the data controller under the Act, and the Headteacher is ultimately
responsible for implementation. Responsibility for day-to-day matters will be
delegated to nominated members of staff as designated data controllers — the School
Admin Officer and members of the Admin Team. Information and advice about the
holding and processing of personal information is available from the designated data
controllers.

Standard Publication of Information

The school will not publish information into the public forum of any data classes
specified in our Registry Entry without the specific permission of the individuals
involved. The school, or associated third parties, will only publish digital or materials-
based photographic or video sources in compliance with permissions received from
individuals and parents/carers.

Information Security
The school undertakes to ensure security of personal data by the following general
methods:

e Overall security policy for data is determined by the Headteacher and is
monitored and reviewed regularly. Any concerns or queries about security of
data should in the first instance be referred to the Headteacher.

e Only authorised persons are permitted to access the School's Management
Information Systems. Personal information held on the Management
Information Systems is password protected and access limited to specific staff
members. Personal information held on computer systems should be
adequately password protected. Information should never be left up on a
screen if the computer is unattended.

e Disks and printouts are locked away securely when not in use. Security
software is installed on all computers containing personal data. Only
authorised users are allowed access to the network and password changes
are regularly undertaken. Computer files are backed up (i.e. security copies
are taken) regularly.



All manual personal data will be kept in lockable filing cabinets which are kept
locked when the room is unattended. Personal information should not be left
on a desk where anyone could see it.

Archived information should be stored in a lockable area — see Records
Management Policy.

Where possible personal information should not be sent by e-mail as its
security cannot be guaranteed. Where possible use a ‘safe haven’ fax. Never
send personal information in the text of an email, if necessary make sure the
information is in an MS Office document attached to the e-mail. When posting
information ensure the envelope is sealed.

Be careful of giving out personal information over the telephone, unless
approved by a senior member of staff; invite the caller to put the request in
writing. If the request is urgent take the caller’s name and switchboard
telephone number and verify their details before responding.

Do not discuss other people’s personal business in public areas where
conversations can be overheard by people with no right to know the details of
the information.

Appropriate building security measures are in place, such as alarms, window
locks etc. Visitors to the school are required to sign in and out, to wear
identification badges whilst in the school and are, where appropriate,
accompanied.

One of the best rules of thumb for dealing with sensitive, personal information, is to
ask the question “if this was my information would | be happy with the way in which it
is being treated?”

Enquiries

Information about the school’'s Data Protection Policy is available from the School
Admin Officer. General information about the Data Protection Act can be obtained
from the Data Protection Commissioner (Information Line 01625 545745,
WWW.iCO.gOoV.Uuk).



Monkchester Road Nursery School
Data Subject Access Form

Enquirer's Surname ...
Enquirer's Forename ...

Enquirer's Address

Are you the person who is the subject of the records you are enquiring about?
YES/NO

If NO, do you have parental responsibility for a child who is the “data subject” of the
YES/NO records you are enquiring about?

If YES
Name of child or children about whose personal data records you are enquiring

Description of concern/area of concern:

Description of Information or Topic(s) Requested (in you own words):

Additional Information:



Please send reply to (if different from enquirer’s details as stated above)

Name

Data subject declaration

| request that the school search its records based on the information supplied above,
under section 7 (1) of the Data Protection Act 1998 and provide a description of the
personal data found from the information described in the details outlined above
relating to me (or my child/children) being processed by the school.

| agree that the reply period will commence when | have supplied sufficient
information to enable the school to perform the search.

| consent to the reply being disclosed and sent to me at my stated address (or to the
Despatch Name and Address above who | have authorised to receive such
information).

Signature of Data Subject (or subject’s parent)



